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Introduction

It’s 10:30 in the morning in Los Angeles and Jose Sanchez,* an undocumented day laborer, stands on a
corner with other men looking for work. Laborers like Jose? seek work with the tacit approval of the
city,® but their status in the United States is tenuous. Suddenly, several Los Angeles Police Department
(LAPD) officers ride up on bicycles. They pull out portable fingerprint scanners and tell all the men to
line up and have their fingerprints scanned. The men, unsure of their rights but sure that they don’t
want to cause trouble, do so.

The fingerprint scanners the LAPD officers use are small and lightweight. They work with an officer’s
BlackBerry or smart phone and can run the day laborers’ prints against more than four million prints
currently on file in Los Angeles’ local automated fingerprint identification system.* In less than two
minutes of scanning each fingerprint, the officer knows whether any of the men has a criminal file or
outstanding warrant. Also within that time, the City of Los Angeles has obtained a permanent record of
each of the day laborers’ biometric information, along with any biographical information or
identification they provided to the officers.

The collection of biometrics—such as fingerprints, DNA, and face recognition-ready photographs—is
becoming more and more a part of the society in which we live, no less so for immigrants within the
United States. State and local law-enforcement agencies are quickly adopting mobile biometrics
scanners like the fingerprint scanners in use by the LAPD,® though many of the newer scanners, like the
“MORIS” (Mobile Offender Recognition and Information System),® are able to collect and identify much
more than fingerprints—including iris prints and face images taken from several inches to several feet
away.

Both the Department of Homeland Security (DHS) and the Federal Bureau of Investigation (FBI) are in
the process of expanding their biometrics databases to collect much more information, including face
prints and iris scans. As of January 2012, the FBI has been working with several states to collect face
recognition-ready photographs of all suspects arrested and booked.” Once these federal biometrics
systems are fully deployed, and once each of their approximately 100+ million records also includes
photographs, it may become trivially easy to find and track people within the United States.

Undocumented people living within the United States, as well as immigrant communities more broadly,
are facing these issues more immediately than the rest of society and are uniquely affected by the
expansion of biometrics collection programs. Under DHS’s Secure Communities program, states are
required to share their fingerprint data—via the FBI—with DHS, thus subjecting undocumented and
even documented® immigrants in the United States to heightened fears of deportation should they
have any interaction with law enforcement. Further, under data-sharing agreements between the
United States and other nations, refugees’ biometric data may end up in the hands of the same
repressive government they fled.? Should they ever be deported or repatriated, they could face
heightened risks from discrimination or even ethnic cleansing within their former home countries.*®

This paper addresses these issues. It discusses the state of biometrics in the United States today and its
planned expansion in the future. It provides background information on biometrics and applicable laws
and how biometrics and immigration issues intersect. It discusses concerns within the privacy advocacy
community about biometrics, data sharing, and databases—and applies those concerns to immigration
issues. Finally, it concludes with some proposals for change.
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Background on Biometrics

What are Biometrics?

Biometrics are unique markers that identify or verify the identity of people using intrinsic physical
or behavioral characteristics. Fingerprints are the most commonly known biometric, and they have
been used regularly by criminal justice agencies to identify suspects for over a century.’* Other
biometrics include face prints (facial recognition-ready photographs), iris scans, palm prints, voice
prints, wrist veins, hand geometry, a person’s gait, DNA, and others. Biometrics fall into two
general categories: physical and behavioral. Physical biometrics include unique biological and
physiological features such as fingerprints, face prints, iris, and DNA. Behavioral biometrics are
non-biological or non-physiological features such as distinctive and unique mannerisms and can
include signature or keystroke patterns or even the path a person travels throughout her day.

Devices and Tools for Biometrics Collection

There are many ways to collect biometrics, though each falls into one of three general categories:
1) invasive, such as a blood sample, taken to collect a person’s DNA; 2) minimally or non-invasive,
such as a fingerprint or iris scan; or 3) collected without the subject’s knowledge, such as
photographs taken from a distance or DNA collected from discarded biological material. Each of
these has different implications for privacy.

Minimally or non-invasive though known biometrics collection is most common. Most people living
in the United States, including immigrants, have provided a biometric to a state or federal
government agency through some minimally or non-invasive collection program. DHS collects
approximately 300,000 fingerprints per day from non-U.S. citizens crossing the U.S. borders, and
the State Department uses biometric identifiers in visas and other travel documents.'? Anyone
arrested and booked for a crime will be required to provide fingerprints, and many people who
apply for a driver’s license will provide face-recognition ready photographs.”> And anyone who
applies for employment with the federal government or for a sensitive position requiring a
background check (such as working for law enforcement or with the elderly or young children) will
be asked to supply a fingerprint.

Biometrics collection tools are getting smaller, more advanced, and less obtrusive, increasing their
use for non-invasive though known, as well as unobtrusive, collection purposes. Increasingly,
devices are portable, transmit data wirelessly, and are designed to allow collection, verification,
and identification “in the field.”** Many now include cameras, or like the MORIS (Mobile Offender
Recognition and Information System),’> work with devices in general use, such as the iPhone, to
capture face-recognition ready photographs. This means law enforcement can carry biometrics
collection tools with them in the field and can easily identify people on the fly.

Recent advances in camera and surveillance technology have improved the accuracy of biometrics
capture and identification at a distance, making unobtrusive biometrics collection easier. These
technologies, incorporated into private and public security cameras and other cameras already in
use by police, are more capable of capturing the details and facial features necessary to support
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facial recognition-based searches.'® They can

record high-quality photographs and video and
store it for a long time.

Mobile biometrics scanners may connect to local,
regional, statewide, or federal biometrics
databases (or all four), or may connect to a
database run by a private company under
contract with the local law-enforcement
agency.’® Since September 2010, the FBI's
mobile fingerprint scanners also communicate
with and search against IDENT, the DHS
biometric database, to facilitate data sharing
under the Secure Communities program.*®

Biometrics Collection and Storage

Biometrics can be stored in several ways, but in
general, biometrics systems do not store the
actual image of the biometric. Instead, they
analyze the biometric to create a digital
“template” (a mathematical representation)
from it, which is made up of 1s and Os. This
template may then be stored in a database or on
the scanning device itself to be used for matching
and verification. The agency that collected the
biometric may then chose to maintain it in its
original form or discard it, retaining only the
template.

From Fingerprints to DNA

Verification vs. Identification Systems

Biometrics are used for different purposes, but
they are generally part of either a verification
system or an identification system. The
differences between these two types of
systems can make a difference in how quickly
the system operates and how accurate it is as
the size of the database increases.

A verification system seeks to answer the
question “Is this person who she says she is?”
Under a verification system, an individual
presents herself as a specific person (“I am
Jennifer”). The system checks her biometric
(such as an iris scan) against the biometric
already in the database linked to that person’s
file (Jennifer’s iris print) to try to find a match.
Verification systems are generally described as
a 1-to-1 matching system because the system
tries to match the biometric presented by the
individual against a specific biometric already
on file. The E-Verify program, while not
currently a biometrics program, is a
verification-based system.17 Because
verification systems only need to compare the
presented biometric to a biometric reference
stored in the system, they can generate results
more quickly and are more accurate than
identification systems, even when the size of
the database increases.

Identification systems are different from
verification systems because an identification
system seeks to identify an unknown person (or
unknown biometric). The system tries to
answer the questions “Who is this person?” or
“Who generated this biometric?” and must
check the biometric presented against all
others already in the database. For this reason,
identification systems are described as a 1-to-n
matching system, where n is the total number
of biometrics in the database. Forensic
databases—where the government tries to
identify a latent print or DNA discarded at a
crime scene—often operate as identification
systems.
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Biometrics Databases and Data Sharing in the U.S. and Beyond

Biometrics Databases

Many different biometrics databases exist in the United States, but most are similar in that they
combine a single biometric—generally a fingerprint—with a subject’s biographical data, such as
name, address, social security number, telephone number, e-mail address, booking and/or border
crossing photos, gender, race, date of birth, immigration status, length of time in the United States,
and unique identifying numbers (such as a driver’s license number). The two largest biometrics
databases in the world—and the two most likely to hold immigrants’ data—are the FBI’s Integrated
Automated Fingerprint System (IAFIS) and DHS’s Automated Biometric Identification System
(IDENT), a part of its U.S. Visitor and Immigration Status Indicator Technology (US-VISIT) program.?
Each database holds 100+ million records.

IAFIS’s criminal file stores fingerprints taken from people arrested at the local, state, and federal
level and also accepts latent prints taken from crime scenes. IAFIS’s civil file stores fingerprints
taken as part of a background check for many types of jobs, such as childcare workers, law-
enforcement officers, lawyers, and federal employees. IAFIS includes over 71 million subjects in the
criminal master file and more than 33 million civil fingerprints.?* IAFIS supports over 18,000 law-
enforcement agencies at the state, local, tribal, federal, and international level.

IDENT stores biometric and biographical data for individuals who interact with the various agencies
under the DHS umbrella, including Immigration and Customs Enforcement (ICE), U.S. Citizenship
and Immigration Services (USCIS), Customs and Border Protection (CBP), the Transportation
Security Administration (TSA), the U.S. Coast Guard, and others.?? Through US-VISIT, DHS collects
fingerprints from all international travelers to the United States who do not hold U.S. passports.?
USCIS also collects fingerprints from citizenship applicants and all individuals seeking to study, live,
or work in the United States through its two main programs, Refugees, Asylum and Parole Services
(RAPS) and the Asylum Pre-Screening System (APSS).** And the State Department transmits
fingerprints to IDENT from all visa applicants.?® IDENT processes more than 300,000 “encounters”
every day and has 130 million fingerprint records on file.?®

In addition to the federal databases, each of the states has its own biometrics databases—
generally a fingerprint database and a DNA database (described separately below)—and some
regions like Los Angeles also have regional databases.?”’” The prints entered into these databases
are shared with the FBI, and under the Secure Communities program, FBI shares these prints with
DHS to check a person’s immigration status.

DNA Databases

DNA is unique to each individual and may become more widely used as an identifier in the near
future—especially among immigrants—as the technology to collect and sequence DNA becomes
faster and less expensive?® and as collection devices become smaller and more capable of use in
the field.”
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Currently, the federal government and all 50 states collect DNA almost exclusively through the
criminal justice system.* Since 2009, at least 21 states and the federal government have been
collecting DNA from any adult arrested for (not just convicted of) a crime,! and 28 states collect
DNA from juvenile offenders.? As a result of collecting DNA from arrestees, DNA collection in the
United States has increased exponentially. In 2009 alone, nearly 1.7 million DNA samples were
processed,® and as of December 2011, the National DNA Index or NDIS (the federal level of the
FBI’s Combined DNA Indexing System (CODIS)) contained over 10.7 million offender profiles and
423,000 forensic profiles.>* Many of these belong to immigrants.

DHS may also begin collecting DNA in non-criminal contexts soon. USCIS, in partnership with the
State Department, ran a pilot program in 2007 and 2008 to collect and test DNA from refugees in
Africa who sought admission to the U.S.* Although there were many problems with the program,
including that many individuals refused to consent to DNA testing,* the agencies seem poised to
re-start the program in 2012 and possibly to expand it to other regions.?’ DHS is currently testing a
portable “DNA analyzer,” which it has said it plans to use in the field to determine kinship among
refugees and asylum seekers, * and has discussed the program in a joint report to Congress on its
plans for refugee admissions for 2012.

DHS may also begin collecting DNA from others who interact with the agency. New rules
promulgated by the Attorney General in 2009 require DHS to collect DNA from any non-United
States person it detains.*® DHS estimates this could affect up to 1 million people per year, including
juveniles.*! According to DHS, the DNA analyzer it is developing for the refugee and asylum context
may in the future be used “to positively identify criminals [and] illegal immigrants.”** Any
expansion of DNA collection by DHS would have its greatest effect on immigrant populations.*

DNA databases are currently kept separate from fingerprint and other biometric databases, but
similar databases exist at the local, state, and federal levels.** All 50 states, the federal government
and the District of Columbia collect and share DNA records through the FBI’s federal system called
CODIS,” a “massive centrally-managed database linking DNA profiles culled from federal, state,
and territorial DNA collection programs.” * CODIS also includes profiles drawn from crime-scene
evidence, unidentified remains, and genetic samples voluntarily provided by relatives of missing
persons.”’

Once a government agency has collected a genetic sample—either through a blood draw, a swab
of the inner cheek, or by collecting discarded DNA—it is sent to a lab, which isolates the DNA from
the sample and then processes it to obtain a “profile” from short fragments of repeated nucleotide
sequences (short tandem repeats or “STRs”) within inactive genes (sometimes called “junk
DNA”*). These DNA profiles are entered as data into DNA databases like CODIS, along with an
anonymized “Specimen Identification Number”*® that links the profile to an individual.

DNA presents privacy issues different from those involved in other biometrics collection. If a DNA
sample is collected through a blood draw or a swab of the inner cheek, its collection is inherently
more invasive than purely external biometrics collection such as a fingerprint or photograph.
Further, depending on the quality of the sample collected, it can contain information about a
person’s entire genetic make-up, including gender, familial relationships, and other hereditary
information, race, health, disease history and predisposition to disease, and perhaps even sexual
orientation.
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Although a DNA profile does not currently yield the more sensitive information about a person that
is contained in a DNA sample, it presents its own privacy issues. Once DNA is in CODIS, “it will
remain there permanently and can be continually accessed and searched . . . by police at any level
of government . . . without any consent, suspicion, or warrant.”>* The DNA sample, which is not
destroyed after the profile is created, presents additional issues. The sample contains significant
information about a person—much more than any other biometric currently collected—and at
least one circuit court has recognized, “[t]he concerns about DNA samples being used beyond
identification purposes are real and legitimate.”>*

Interoperability and Data Sharing

Before September 11, 2001, the federal government had many policies and practices in place to
silo data and information within each agency. Since that time the government has enacted several
measures that allow—and in many cases require—information sharing within and among federal
intelligence and federal, state, and local law-enforcement agencies.’® For example, currently the
FBI, DHS, and Department of Defense’s biometrics databases are interoperable, which means the
systems can easily share and exchange data.>* This has allowed information sharing between FBI
and DHS under ICE’s Secure Communities program.55

Similarly, DHS is now sharing its data on asylum applicants more broadly with non-DHS agencies,
per federal regulation 8 CFR §208.6(a). According to a June 30, 2011, Privacy Impact Assessment,
DHS now shares the entire Refugees, Asylum and Parole Services (RAPS) database with the
National Counter Terrorism Center (NCTC), a division of the Office of the Director of National
Intelligence, under a Memorandum of Understanding (MOU).>®

And states are sharing biometric data with the federal government as well. In addition to sharing
criminal fingerprint and DNA profile data with the FBI, states are sharing fingerprints indirectly with
DHS through Secure Communities. And some states are also sharing DMV face-recognition data
with the FBI on an ad hoc basis.>’

Corporate and Foreign Biometric Data Collection and Sharing

The collection of biometric and biographic data is not limited to federal, state, and local
governments. Private companies and foreign governments also collect extensive amounts of
biometric data. Because many private and foreign biometrics systems are linked to or accessible by
government systems and employees, and because immigrant data are caught up in these systems,
they could have a significant impact on privacy and immigrant communities.

One of the best-known private biometrics databases is maintained by Facebook. Facebook’s face
recognition service allows users to find and tag their friends,”® and due to the high number of
photos uploaded to and tagged on Facebook, the service has seen dramatic increases in accuracy
over the last several years. Facebook currently has over 845 million monthly active users, and
requires each of those users to sign up under their real names.® Facebook then makes its users’
names and primary photos public by default.®* The government regularly mines this data to verify
citizenship applications,® for evidence in criminal cases,®® and to look for threats to U.S. safety and
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security.”® It is likely the government will try to find a
way to take advantage of Facebook’s face recognition
service for each of these purposes soon.

The federal government does not appear to have
formal data-sharing arrangements with private
companies that collect biometrics, but it does have
such arrangements with foreign governments. The
FBI’s Criminal Justice Information Service (CJIS) division
has information-sharing relationships with 77
countries.”* Also, ICE and the FBI have a draft
agreement allowing them to share information on
deportees with the countries to which they are
deported, and DHS has entered into agreements with
foreign governments to provide such information on
deportees upon repatriation.”? This kind of biometrics
sharing could prove disastrous for repatriated refugees
or immigrants from countries with a history of ethnic
cleansing.

Concerns about Biometrics,

Databases, and Data Sharing

The extensive collection and sharing of biometric data
at the local, national, and international level should
raise  significant concerns among immigrant
communities and Americans more broadly. Data
sharing can be good for solving crimes across borders
or jurisdictions, but can also perpetuate inaccuracies
throughout all systems and can allow for government
tracking and surveillance on a level not before possible.

Information and data fluidity within and among
federal, state, and local agencies often makes it
difficult to determine where information came from
originally. This is problematic, as it increases the
probability that data inaccuracies—such as notoriously
inaccurate and out-of-date immigration records’®> —will
be perpetuated throughout all systems. This has
happened with the Secure Communities program,
where approximately 3,600 United States citizens have
been caught up in the program due to incorrect
immigration records.”*

From Fingerprints to DNA

Secure Communities Exemplifies

the Problems

ICE's Secure Communities program
shows how a program with a stated
purpose to remove “those who pose a
danger to national security or public
safety”® can easily devolve. Under
Secure Communities, when state and
local law enforcement collect
fingerprints from arrestees and run them
against the FBI’s IAFIS database, IAFIS
automatically shares that data with
DHS’s US-VISIT program and IDENT
database to check the arrestee’s
immigration status. If US-VISIT finds
either an indication that the person lacks
lawful status or finds a “no match,” ICE
will issue a detainer on the person until
the agency can take him into custody. As
such, through data-sharing, ICE is able to
conscript  state  and local law
enforcement to enforce immigration
laws.

According to government statistics, there
have been approximately 155,800
deportations since Secure Communities
began in 2008.% In fiscal year 2011, out
of the 79,797 people who were deported
under S-Comm, 20,568 were never
convicted of any crime, while 23,214
were only convicted of Level 3
offenses—crimes punishable by less than
one year, including driving without a
license.®® In California alone, there have
been more than 60,640 deportations,
since Secure Communities started in
2008,67 and these have included victims
and relatives of victims of domestic
abuse and people arrested under
mistaken identity.?® ICE does not wait
until a person has been convicted of a
crime to begin deportation proceedings.
According to many law-enforcement
agencies, Secure Communities has had
negative effects on community policing
efforts.®
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FBI's Next Generation Identification

The FBI’s Next Generation Identification (NGI)
database represents the most robust effort to
introduce and streamline  multimodal
biometrics collection. FBI has stated it needs
“to collect as much biometric data as possible
... and to make this information accessible to
all levels of law enforcement, including
International agencies.” Accordingly, it has
been working “aggressively to build biometric
databases that are comprehensive and
international in scope.””

Once NGl is complete, it will include iris scans,
palm prints,76 and voice data, in addition to
fingerprints. However, the biggest and
perhaps most controversial change will be the
addition of face-recognition ready
photographs, which the FBI has already
started collecting through a pilot program
with four states.”” Unlike a traditional mug
shot, NGI photos may be taken from any angle
and may include close-ups of scars, marks and
tattoos. They may come from public and
private sources, including from private
security cameras, and may or may not be
linked to a specific person’s record (for
example, NGI will include crowd photos in
which many subjects may not be identified).
NGI will allow law enforcement, correctional
facilities, and criminal justice agencies at the
local, state, federal, and international level to
submit and access photos, and will allow them
to submit photos in bulk. It may also, in the
future, allow law-enforcement agencies to
identify subjects in publicly available
photographs, such as those posted on
Facebook or elsewhere on the Internet.”®

DHS also appears poised to expand IDENT to
include additional biometrics, which would
further increase data sharing through Secure
Communities.”” Expanding these systems to
incorporate multiple biometrics and allowing
these systems to share information with little
control over access to the data will make
identifying and tracking people in the United
States easier than ever.

From Fingerprints to DNA

Data sharing can also mean that data collected for
non-criminal purposes, such as immigration-
related records, is combined with and being used
for criminal or national-security purposes with
little to no standards, oversight, or transparency.
When some of this data comes from sources such
as local fusion centers and private security guards
in the form of Suspicious Activity Reports (SARs),%
it can perpetuate racially motivated targeting of
immigrant communities.®!

Advanced Biometrics Systems Exacerbate
These Problems

Traditionally, biometrics databases such as IAFIS
and IDENT have collected only one biometric at a
time.® However, the government has argued
these “unimodal” systems are limited and has
been pushing to develop “multimodal” systems
that collect and combine two or more biometrics
(for example, photographs and fingerprints). The
government argues that collecting multiple
biometrics from each subject will make
identification systems more accurate.®

Additional Concerns with Advanced

Biometrics

The addition of advanced biometrics like facial-
recognition-ready photographs or DNA capable of
being collected without a person’s knowledge to
traditional biographic databases exacerbates the
problems inherent in current biometrics systems
and leads to new problems. For example, the
addition of crowd and security camera
photographs means that anyone could end up in
the database—even if they’re not involved in a
crime—by just happening to be in the wrong place
at the wrong time, by fitting a stereotype that
some in society have decided is a threat, or by, for
example, engaging in suspect activities in areas
rife with cameras.?* And as Americans have
learned from experience with immigration
databases, Suspicious Activity Reports, terrorist
watchlists, and the Automated Targeting
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System,® if any of the data in the system is inaccurate and propagated throughout several other
systems, it can be extremely difficult to correct.®

Standardization of biometrics data causes additional concerns. Once data are standardized, they
become much easier to use as linking identifiers, not just in interactions with the government but
also across disparate databases and throughout society. For example, Social Security numbers
were created to serve one purpose—to track wages for Social Security benefits—but are now used
to identify a person for credit and background checks, insurance, to obtain food stamps and
student loans, and for many other private and government purposes.’’” If biometrics become
standardized, they could replace social security numbers, and the next time someone applies for
insurance, sees her doctor, or fills out an apartment rental application, she could be asked for her
thumbprint or iris scan. This is problematic if records are ever compromised because biometric
information, unlike a unique identifying number such as a Social Security Number, cannot be
changed. And the many recent security breaches show that the government can never fully protect
against these kinds of data losses.® Data standardization also increases the ability of government
or private companies to locate and track a given person throughout their lives.

Extensive data retention times can lead to additional problems. Biometric records stored in IDENT
are retained for 75 years or until the statute of limitations for all criminal violations has expired.®®
Civil fingerprints stored in IAFIS are not destroyed until “the individual reaches 75 years of age,” and
criminal fingerprints not destroyed until “the individual reaches 99 years of age.”®® This is
problematic because data that may be less identifying today could become more identifiable in the
future as technology improves. For example, although faces recorded in a photograph of a large
protest march might not be identifiable now, technologists are currently working on ways to make
those faces identifiable in the future. Similarly, the “junk DNA” contained in CODIS DNA profiles could
be found in the future to contain information about a person’s genetic predisposition for disease or
behavior and would therefore reveal much more information than just who the person is.

Technical Problems Specific to Facial Recognition

Technical issues specific to some biometrics such as facial recognition make their use worrisome
for immigrant communities. For example, facial recognition’s accuracy is strongly dependent on
consistent lighting conditions and angles of view.” It also may be less accurate with certain
ethnicities and with large age discrepancies (for example, if a person is compared against a photo
taken of himself when he was ten years younger). These issues can lead to a high rate of false
positives—when, for example, the system falsely identifies someone as the perpetrator of a crime
or as having overstayed their visa. In a 2009 New York University report on facial recognition, the
researchers noted that facial recognition “performs rather poorly in more complex attempts to
identify individuals who do not voluntarily self-identify . . . Specifically, the “face in the crowd”
scenario, in which a face is picked out from a crowd in an uncontrolled environment.”*?> The
researchers concluded the challenges in controlling face imaging conditions and the lack of
variation in faces over large populations of people®” make it unlikely that an accurate face
recognition system will become an “operational reality for the foreseeable future.”**

Some have also suggested the false-positive risk could result in even greater racial profiling by

disproportionately shifting the burden of identification onto certain ethnicities.” This can alter the
traditional presumption of innocence in criminal cases by placing more of a burden on the
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defendant to show he is not who the system identifies him to be. In light of this, German Federal
Data Protection Commissioner Peter Schaar has noted that false positives in facial recognition
systems pose a large problem for democratic societies. “[I]n the event of a genuine hunt, [they]
render innocent people suspects for a time, create a need for justification on their part and make
further checks by the authorities unavoidable.”*®

Legal Protections for Privacy in Biometric Data

The Fourth Amendment’s protection against unreasonable searches and seizures presents the
baseline protection for biometrics collection in the United States. Yet while the Fourth Amendment
applies to everyone in the United States regardless of citizenship or immigration status, there are
significant exceptions to its protections that are relevant, both for biometrics and for immigrants.
For example, although the Supreme Court has noted that fingerprints likely have some Fourth
Amendment protection,”” the Court has declined to define the boundaries of that protection and
suggested in dicta that because “[flingerprinting involves none of the probing into an individual’s
private life and thoughts that marks an interrogation or searchl[,]” perhaps that protection is
limited.”®

Courts have found greater protection in the collection of biological material such as blood or urine
that “can reveal a host of private medical facts about an [individual],” finding the collection
“intrudes upon expectations of privacy that society has long recognized as reasonable.”®
However, courts have cabined that protection in certain “special needs” circumstances, such as to
ensure safety in transportation workers,’® or where courts have found a person’s rights are
diminished due to a prior felony conviction' or having been arrested.'®?

Courts have also found that the government’s interest in protecting United States borders justifies
a broad exception to the Fourth Amendment’s warrant requirement.'®® According to case law, the
government may stop and search individuals and their possessions at the borders without
suspicion and may search a person’s body based only on reasonable suspicion (rather than
probable cause).’® This exception to the Fourth Amendment’s warrant requirement has broad
implications for immigrants in the United States because so much data on travelers is collected at
the borders.

However, this case law may not map well to biometrics collection that doesn’t involve a detention.
In each of the cases discussed above, the legal analysis hinged in large part on the detention
required to obtain the biometric data or on a “a meaningful interference with [one’s] possessory
interest in his bodily fluids.”'® Because biometrics such as DNA and face prints can be obtained
without an initial detention and may be obtained without the subject’s knowledge while the
subject is in a public place, these protections may not apply to cases involving biometrics collected
after a detention and with a suspect’s knowledge. Several cases have held that suspects have no
legitimate expectation of privacy in biological material obtained under similar circumstances,'® or

in discarded or abandoned material (such as garbage) or evidence in public view.'®’
However, a case recently decided by the Supreme Court, United States v. Jones,™® could provide

some insight into how courts could apply the Fourth Amendment to technologies such as
biometrics that enable advanced surveillance and intrusive data collection, often in public without
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an initial detention or seizure. In Jones the Court addressed whether a GPS device planted on a car
without a warrant and used to track a suspect’s movements constantly for 28 days violated the
Fourth Amendment. Nine justices held that it did. For five of those justices, a person’s expectation
of privacy in not having his movements tracked constantly—even in public—was an important
factor in determining the outcome of the case.’® The fact that several members of the Court were
willing to reexamine the reasonable expectation of privacy test''® in light of newly intrusive
technology could prove important for future legal challenges to biometrics collection.

Proposals for Change

The over-collection of biometrics has become a real concern, especially for immigrants and
immigrant communities in the United States, but there are still opportunities—both technological
and legal—to prevent the problem from getting worse.

Given the uncertainty of Fourth Amendment jurisprudence in the context of biometrics and the
fact that biometrics capabilities are currently undergoing “dramatic technological change,”'*!
legislative action could be a good solution to curb the over-collection and over-use of biometrics in
society today and in the future. If so, the federal government’s response to two seminal
wiretapping cases in the late 60s could be used as a model.'** In the wake of Katz v. United
States™® and New York v. Berger,'™ the federal government enacted the Wiretap Act, 18 U. S. C.
§8§2510-2522, which laid out specific rules that govern federal wiretapping, including the evidence
necessary to obtain a wiretap order, limits on a wiretap’s duration, reporting requirements, and a
notice provision.'* Since then, law enforcement’s ability to wiretap a suspect’s phone or electronic
device has been governed primarily by statute rather than case law.

If legislation or regulations are proposed in the biometrics context, the following principles should
be considered to protect privacy and security. These principles are based in part on key provisions
of the Wiretap Act and in part on the Fair Information Practice Principles (FIPPs), an internationally
recognized set of privacy protecting principles.**

e Limit the Collection of Biometrics—The collection of biometrics should be limited to the
minimum necessary to achieve the government’s stated purpose. For example, collecting
more than one biometric from a given person is unnecessary in many situations. Similarly, the
government’s acquisition of biometrics from sources other than the individual to populate a
database should be limited. For example, the government should not obtain biometrics en
masse to populate its criminal databases from sources such as state DMV records, where the
biometric was originally acquired for a non-criminal purpose, or from crowd photos.

o Define Clear Rules on the Legal Process Required for Collection—Each type of biometric
should be subject to clear rules on when it may be collected and which specific legal
process—such as a court order or a warrant—is required prior to collection. Collection and
retention should be specifically disallowed without legal process unless the collection falls
under a few very limited and defined exceptions. For example, clear rules should be defined
to govern when law enforcement or similar agencies may collect “abandoned” biometrics
such as DNA, or biometrics revealed to the public, such as a face print.
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e Limit the Amount and Type of Data Stored—For biometrics such as DNA that can reveal
much more information about a person than his or her identity, rules should be set to limit
the amount of data stored. For example, if DNA must be collected for identification purposes,
the sample should be destroyed immediately after the profile is extracted and entered into
the database. Similarly, techniques should be employed to avoid over-collection of biometrics
such as face prints (such as from security cameras or crowd photos) by, for example,
scrubbing the images of faces that are not central to an investigation.

e Limit the Combination of More than One Biometric in a Single Database—Different
biometric data sources should be stored in separate databases. If biometrics need to be
combined, that should happen on an ephemeral basis for a particular investigation. Similarly,
biometric data should not be stored together with non-biometric contextual data that would
increase the scope of a privacy invasion or the harm that would result if a data breach
occurred. For example, combining facial recognition technology from public cameras with
license plate information increases the potential for tracking and surveillance. This should be
avoided or limited to specific individual investigations.

¢ Limit Retention—Retention periods should be defined by statute and should be limited to no
longer than necessary to achieve the goals of the program. Data that is deemed to be “safe”
from a privacy perspective today could become highly identifying tomorrow. For example, a
data set that includes crowd images could become much more identifying as technology
improves. Similarly, data that was separate and siloed or unjoinable today might be easily
joinable tomorrow. For this reason retention should be limited, and there should be clear and
simple methods for a person to request removal of his or her biometric from the system if,
for example, the person has been acquitted or is no longer under investigation.™’

o Define Clear Rules for Use and Sharing—Biometrics collected for one purpose should not be
used for another purpose. For example, biometrics such as fingerprints collected for use in a
criminal context should not automatically be used or shared with an agency to identify a
person in an immigration context. Similarly, photos taken in a non-criminal context, such as
for a driver’s license, should not be shared with law enforcement without proper legal
process.

e Enact Robust Security Procedures to Avoid Data Compromise—Because biometrics are
immutable, data compromise is especially problematic. Using traditional security procedures,
such as basic access controls that require strong passwords and exclude unauthorized users,
as well as encrypting data transmitted throughout the system, is paramount. However
security procedures specific to biometrics should also be enacted to protect the data. For
example, data should be anonymized or stored separate from personal biographical
information. Strategies should also be employed at the outset to counter data compromise
after the fact and to prevent digital copies of biometrics. For example, biometric
encryption™® or “hashing” protocols that introduce controllable distortions into the biometric
before matching can reduce the risk of data compromise. The distortion parameters can
easily be changed to make it technically difficult to recover the original privacy-sensitive data
from the distorted data, should the data ever be compromised.119
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e Mandate Notice Procedures—Because of the real risk that people’s biometrics will be
collected without their knowledge, biometrics rules should define clear notice requirements
to alert people to the fact that their biometrics have been collected. The notice provision
should also make clear how long the biometric will be stored and how to request its removal
from the database.

o Define and Standardize Audit Trails and Accountability Throughout the System—All
database transactions, including biometric input, access to and searches of the system, data
transmission, etc. should be logged and recorded in a way that assures accountability. Privacy
and security impact assessments, including independent certification of device design and
accuracy, should be conducted regularly.

e Ensure Independent Oversight—every entity that collects or uses biometrics must be subject
to meaningful oversight from an independent entity, and individuals whose biometrics are
compromised should have a strong and meaningful private right of action.

Conclusion

Biometrics collection and its accompanying privacy concerns are not going away. Given this, it is
imperative that government act now to limit unnecessary biometrics collection; instill proper
protections on data collection, transfer, and search; ensure accountability; mandate independent
oversight; require appropriate legal process before biometric collection; and define clear rules for
data sharing at all levels. This is important not just for immigrants and immigrant communities, but
also for democratic society as a whole.
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Schmerber v. California, 384 U.S. 757, 765 (1966) (holding that neither the extraction of blood nor its chemical analysis for the
purpose of a blood-alcohol test is testimonial); but see Schmerber, 384 U.S. at 764 (recognizing that some “physical evidence”
such as the results of a lie detector test, are designed to elicit responses and are therefore “essentially testimonial”).

% Schmerber, 384 U.S. at 728.

% Skinner v. Ry. Labor Executives’ Ass’n, 489 U.S. 602, 617 (1989). See also Schmerber, 384 U. S. at 767-68 (recognizing that
“compelled intrusio[n] into the body for blood to be analyzed for alcohol content” must be deemed a Fourth Amendment
search).

190 grinner, 489 U.S. at 620. See also Vernonia School Dist. 47 v. Acton, 515 U.S. 646 (1995) (holding that collecting urine from
high school students participating in extracurricular activities to detect and prevent drug use was a special need).

191 ynited States v. Kriesel, 508 F.3d 941 (9th Cir. 2007) (DNA collection from all convicted felons is reasonable after
amendment to 42 U.S.C. §§14135-14135e); United States v. Kincade, 379 F.3d 813 (9th Cir. 2004) (same for felons convicted of
certain enumerated crimes).

102 gae, e.g., United States. v. Mitchell, 652 F.3d 387 (3d Cir. 2011) (finding that DNA collection from arrestees does not violate
the Fourth Amendment because arrestees have a diminished expectation of privacy in their identities, and DNA collection from
arrestees serves important law enforcement interests); but see King v. State, No. 68 (September Term 2011), 2012 Md. LEXIS
211, *3-4 (Md. Ct. App. Apr. 24, 2012) (holding suspicionless DNA collection from an arrestee is an unconstitutional search).
103 see United States v. Flores-Montano, 541 U.S. 149, 152-53 (2004); see also e.g., Carroll v. United States, 267 U.S. 132, 154
(1925) (“Travelers may be so stopped in crossing an international boundary because of national self-protection reasonably
requiring one entering the country to identify himself as entitled to come in, and his belongings as effects which may be
lawfully brought in.”).

104 See, e.g., United States v. Montoya de Hernandez, 473 U.S. 531 (1985) (rectal examination of traveler was reasonable under
circumstances of case).

195 skinner v. Ry. Labor Executives’ Ass’n, 489 U.S. 602, 618 n.4 (1989).

See Erin Murphy, The New Forensics: Criminal Justice, False Certainty, and the Second Generation of Scientific Evidence, 95
Calif. L. Rev. 721, 736 n.63 and accompanying text (2007) (citing cases).

197 5ee, e.g., California v. Greenwood, 486 U.S. 35 (1988) (no reasonable expectation of privacy in garbage left on the street);
California v. Ciraolo, 476 U.S. 207 (1986) (no expectation of privacy in backyard that can be viewed from a plane flying above);
Elizabeth Joh, Reclaiming “Abandoned” DNA: The Fourth Amendment and Genetic Privacy, 100 Nw. U. L. Rev. 857, 863-64
(2006) (distinguishing cases where courts have found a “meaningful interference with an individual’s possessory interests” from
cases where “suspects ‘knowingly expose’ items to public view”).

8 5e5U.S.  (2012).

19944, (slip op. at 2-3) (Sotomayor, J. concurring); Id. (slip op. at 9-12) (Alito, J., concurring).

10 5ee Katz v. United States, 389 U. S. 347, 361 (1967) (Harlan, J., concurring).

Jones, 565 U.S. ____, (slip op. at 13) (Alito, J., concurring).
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112 . . . . e .
In Justice Alito’s concurrence in the Jones case discussed above, he specifically referenced post-Katz wiretap laws and called

out for legislative action, noting “[i]n circumstances involving dramatic technological change, the best solution to privacy
concerns may be legislative.” Id. (slip op. at 11, 13) (Alito, J., concurring).

113 389 U.S. 347 (1967).

114388 U.S. 41 (1967). Berger was unique in that it struck down a state wiretapping law as facially unconstitutional. In striking
down the law, the Court laid out specific principles that would make a future wiretapping statute constitutional under the
Fourth Amendment.

1us See, e.g., Orin S. Kerr, The Fourth Amendment and New Technologies: Constitutional Myths and the Case for Caution, 102
Mich. L. Rev. 801, 851-52 (2004).

18 5ee Privacy Act of 1974, 5 U.S.C. § 552a (2010). See also Organization for Economic Co-operation and Development, OECD
Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980) available at
http://www.oecd.org/document/18/0,3343,en 2649 34255 1815186 1 1 1 1,00.html. The full version of the FIPPs as used
by DHS includes eight principles: Transparency, Individual Participation, Purpose Specification, Data Minimization, Use
Limitation, Data Quality and Integrity, Security, and Accountability and Auditing. See Hugo Teufel Ill, Chief Privacy Officer, DHS,
Mem. No. 2008-01, Privacy Policy Guidance Memorandum (Dec. 29, 2008), available at
http://www.dhs.gov/xlibrary/assets/privacy/privacy policyguide 2008-01.pdf. See also Fair Information Practice Principles,
Fed.Trade Commission, http://www.ftc.gov/reports/privacy3/fairinfo.shtm (last modified June 25, 2007).

" Eor example, in S. and Marper v. United Kingdom, the European Court of Human Rights held that retaining cellular samples
and DNA and fingerprint profiles of people acquitted or people who have had their charges dropped violated Article 8 of the
European Convention on Human Rights. S. and Marper. v. United Kingdom, App. Nos. 30562/04 and 30566/04, 48 Eur. H.R. Rep.
50, 77, 86 (2009).

18 See, e.g., Information and Privacy Commissioner, Ontario, Canada, Privacy-Protective Facial Recognition: Biometric
Encryption—Proof of Concept (Nov. 2010), available at www.ipc.on.ca/images/Resources/pbd-olg-facial-recog.pdf.

19 See, e.g., Center for Unified Biometrics and Sensors, “Cancellable Biometrics,” SUNY Buffalo,
http://www.cubs.buffalo.edu/cancellable.shtml (last visited Mar. 15, 2012).
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